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CIA/MOSSAD-GENERATED "VERIFY YAHOO ACCOUNT"
SCAM/PHISHING/VIRUS

by Tim White
EXCLUSIVE to SiaNews.com/FriendsOfLiberty.com
January 24, 2009

[doing an IP trace on 195.225.63.106 using www.dnsstuff.com 1| see that this comes
from ISRAEL and through ARIAVE SATCOM LTD]

Saturday, January 24, 2009 9:58 AM
From Yahoo Service Sat Jan 24 08:58:29 2009

Return-Path: <mailcenter4@verizon.net>

Authentication-

mta672.mail.mud.yahoo.com from=verizon.net; domainkeys=neutral (no

Results: sig)

Received: from 206.46.173.3 (EHLO vms173003.mailsrvcs.net) (206.46.173.3) by
mta672.mail.mud.yahoo.com with SMTP; Sat, 24 Jan 2009 08:58:40 -0800

Received: from yms246.mailsrvcs.net ([172.18.12.131]) by vms173003.mailsrvcs.net
(Sun Java System Messaging Server 6.2-6.01 (built Apr 3 2006)) with
ESMTPA id <OKDZ00AF4J5HHOK3@vms173003.mailsrvcs.net>; Sat, 24 Jan
2009 10:58:29 -0600 (CST)

Received: from 195.225.63.106 ([195.225.63.106]) by vms246.mailsrvcs.net (Verizon
Webmail) with HTTP; Sat, 24 Jan 2009 10:58:29 -0600 (CST)

Date: Sat, 24 Jan 2009 10:58:29 -0600 (CST)

From: Yahoo Service
Add sender to Contacts

Subject: Verify Your Yahoo Account Below!!

To: Undisclosed recipients: ;

Reply-to: mailcustomerhelp360centerservice@yahoo.com

Message-id: <1456349072.53709.1232816309488.JavaMail.root@vms246.mailsrvcs.net>

MIME-version: 1.0

Content-type: text/html; charset=UTF-8

Content-

transfer- quoted-printable

encoding:

Content-

Length: 4691

Compact Headers
Dear Valued Member,

Account Alert
Dear Valued Member,

Due to the congestion in all Yahoo users and removal of all unused Yahoo
Accounts,Yahoo would be shutting down all unused Accounts,You will have to confirm
your E-mail by filling out your Login Info below after clicking the reply botton, or your
account will be suspended within 24 hours for security reasons.

UserName:............cccooooeiennns
Password:..
Date of Birt
Country Or Terriitory:.

After following the instructions in the sheet, your account will not be interrupted and
will continue as normal. Thanks for your attention to this request. We apologize for
any inconvenience.Warning!!! Account owner that refuses to update his or her account
before two weeks of receiving this warning will lose his or her account permanently.

Verification Code ............. (VX2G99AAd)

195.225.63.106
[No reverse DNS entry per ns-pri.ripe.net.]

IP address:
Reverse DNS:

Reverse DNS authenticity: [Unknown]
ASN: 34105

ASN Name:

IP range connectivity: 1

http://sianews.com/modules.php?name=News&file=article&sid=3588
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New $10.00

Best $9.21
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Privacy Information
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Registrar (per ASN): RIPE

Country (per IP registrar): IL [Israel]
Country Currency:
Country IP Range:

Country fraud profile: High

City (per outside source): Unknown
Country (per outside source): --[]
Private (internal) IP? No

IP address registrar: whois.ripe.net

Known Proxy? No
Link for WHOIS: 195.225.63.106

Note:

Busted.

Windows Password Reset
100% Reset Any Windows Password. Get
Back Into Windows Now! Cool.

vv

ILS [Israel New Shekels]
195.225.62.0 to 195.225.63.255

Advanced Host Monitor
Award-winning network monitor
www.ks-soft.net
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