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UC Computer Scientists Release Video on How to Hack a Sequoia Touch-
Screen Voting Machine
Experts from CA's 'Top-to-Bottom Review' of E-Voting Systems
Demonstrate How to Insert Virus, Access Machines Without Disturbing
'Security Seals' in Hack Which Would Not Be Discovered Even in 100%
Audit of 'Paper Trails'
Single Malicious Individual Shown Flipping Entire 'Touch-Screen w/ Paper-
Trail' Election in Seconds...

-- Brad Friedman

The Computer Security Group at the
University of California Santa
Barbara (UCSB) has released a
short, chilling video demonstrating
how a single person can hack an
election on a touch-screen voting
system --- even one with a so-called
"Voter Verifiable Paper Trail"
(VVPAT) added to it --- in such a
way that it is highly unlikely that the
manipulation would ever be detected
by either the public or election
officials.

The video which shows "just examples of the different ways in which the
system can be compromised" is the latest in a similar string of such
demonstrations that have been released over the last two years, all showing
how easily electronic voting systems can be tampered with, often
undetectably.

In the UCSB video posted below, the hack of Sequoia voting system being
prepared for use in an entire county, is done in approximately 3 seconds, by
a single person with simple insider access and a $10 USB thumb drive.
Every machine used in the county, in such a case, would be effected.
Moreover, the viral hack would not be discovered by pre-election "Logic
and Accuracy" testing --- in cases were election officials actually bother to
perform such tests prior to elections --- nor would it likely be discovered
even in the event of a complete, 100% post-election audit of the touch-
screen "paper-trail" records.

The hack demonstration, prepared by the UCSB scientists as part of
California's 2007 "Top-to-Bottom Review" of all of the state's e-voting
systems, also reveals how so-called "security seals" placed on such
machines after they've been programmed for an election, can be easily
defeated without detection...

How and Why It Was Done...

The landmark California study, which employed dozens of the world's top
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by John Gideon

Voter registrations and voter registration data bases have been a huge
problem during the primary elections. There is no reason to believe that
they will not be a huge problem in November. One of the only ways to
ensure a voter is registered is for that voter to check their registration.

We recommend every voter check now and then check again just
before the voter’s state registration closes before November. We urge

voters who find themselves purged from the registration roles to write a
letter of complaint to their local Board of Supervisors, especially their

own representative, with a CC to their SoS, the local newspaper Editor,
and their congressional members. If those responsible for representing
the citizenry start receiving such letters they might act to eliminate the
cause. You can find out the date that your state is closing registration
and who to check to ensure your registration is still good HERE: ...

Click for links to all of today's notable voting news headlines...
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computer scientists and security experts, was commissioned by Sec. of State
Debra Bowen. The first-of-its-kind, independent state analysis, included
hack tests --- so-called, "Red Team" attacks --- to analyze the security of
the e-voting systems. All of the systems studied were easily defeated by the
testers.

The UCSB group was in charge of the analysis of voting machines made by
Sequoia Voting Systems.

The methods used in the hack of a Sequoia Edge direct recording electronic
(DRE, touch-screen) system --- a system which includes the Sequoia
Verivote paper-trail printer, as seen in the video --- were original described
in the Red Team security analysis [PDF] of the Sequoia systems as
published by the Secretary of State.

The video demonstrating the voting system manipulation was prepared at
the same time, but had not been released publicly until now, despite the
UCSB Security Group having encouraged the Secretary of State's office to
do so for some time. The scientists involved in the tests declined to speak on
the record as to their reasons for releasing it on their own at this time.

"We found a number of major flaws that can be exploited to compromise
the integrity, confidentiality, and availability of the voting process,"
explains the UCSB website where the video was released. "In particular, we
developed a virus-like software that can spread across the voting system,
modifying the firmware of the voting machines."

The page goes on to explain that "The modified firmware is able to steal
votes even in the presence of a Voter-Verified Paper Audit Trail (VVPAT)."

In addition to the hack of the paper-trail touch-screen system, the UCSB
scientists also demonstrate, in the video, how the Sequoia Edge touch-
screen voting system may be accessed and manipulated even after so-called
"security seals" have been applied to the machine following pre-election
programming. The members of the team in the demonstration are seen
access the system, while the plastic "security seals" are remain undisturbed
in the process.

"Security seals" of this type, as used in California and elsewhere --- seen
being easily defeated in the video --- have been cited by election officials
and voting machine companies alike as key to the secure use of electronic
voting machines such as the one seen being hacked in the video above.

E-Voting "Fatally Flawed"...

"The video shows how one can use a
simple USB key to infect the laptop
used to prepare the cards that initialize
the various voting devices. As a result,
the cards are loaded with a malicious
software component," UCSB explains.

"When a card is inserted in a voting terminal, the malicious software
exploits a vulnerability in the terminal loading procedure and installs a
modified firmware, effectively 'brainwashing' the terminal. Later, when the
terminal is used by the voters to cast their votes, the firmware uses a
number of different techniques to modify the contents of the ballots being
cast"

The UCSB Security Group page notes that electronic voting systems are
exceedingly vulnerable to malicious manipulation of the type demonstrated
in their video.

"While most critical systems are continuously scrutinized and evaluated for
safety and correctness, electronic voting systems are not subject to the same
level of scrutiny," they write.

"A number of recent studies have shown that most (if not all) of the
electronic voting systems being used today are fatally flawed, and that their
quality does not match the importance of the task that they are supposed to
carry out."

The Latest of Many Such E-Vote Hack Demonstrations...

The Sequoia Edge system seen being hacked in the video above is the same
type of system on which The BRAD BLOG had revealed another serious
flaw, just days before the 2006 general election. As we reported at the time,
a yellow button on the back of each voting machine (as can be seen in the
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UCSB video as well) can be pressed in such a way as to put the system into
"manual mode," allowing for an unlimited number of votes to be cast by a
single individual.

The hack demonstration video published by the California academics
wouldn't be the first such video to detail exactly how an electronic voting
system can be hacked by a single malicious individual. Other notable cases
include:

A 2006 Princeton University study
revealed how to carry out a similar viral
attack on a Diebold touch-screen voting
systems, resulting in the spread of a
vote-flipping virus, that would spread
from machine to machine after access
to just one of them (DISCLOSURE:
The machine used in Princeton's
testing was supplied to us by a Diebold
insider. We then passed it on to the
university for the first such
independent study of such a voting
system.) Story here, video demo here...

While the Princeton scientists also
demonstrated how the lock on a
Diebold touch-screen system could be
opened with either a standard hotel
mini-bar key --- or even a paper clip in
about 10 seconds time --- another
enterprising individual found he was
able to fashion a homemade key that
would open the Diebold system as well.
The key was made after modeling it after a photograph of the key ---
the same one is used for every Diebold machine --- as, incredibly
enough, posted on the company's website. Story here, video here...

A 2006 HBO documentary, Hacking
Democracy, showed a paper-based,
Diebold optical-scan tabulator being
manipulated in a mock election which
flipped the results reported by the
system. That landmark hack disclosed
still-uncorrected security flaws in all
Diebold systems (both touch-screen and
optical-scan). The exact same Diebold,
paper-based tabulators were used in last
January's anomalous New Hampshire
primary. Video here...

A one-minute 2006 hack demonstration of an e-voting system used in
the Netherlands, shows how a key chip can be replaced in such a
system in just 60-seconds. PDF analysis here, video here...

"Paper-Trails" Are Meaningless...

The UCSB demonstration of the Sequoia Edge with Verivote hack is
notable, however, given that many proponents of electronic voting ---
including many Democrats and their various public interest group
supporters, such as People for the American Way (PFAW), Common
Cause, Verified Voting, NYU's Brennan Center for Justice and others ---
have argued that adding paper-trails (VVPATs) to such systems would mean
that any manipulation of the system would be discovered during an
examination of the paper-trails after an election. As the video shows,
post-election examinations or audits of touch-screen paper-trail systems
hacked in this way, would not easily --- if at all --- reveal the manipulation.

Following Bowen's "Top-to-Bottom Review", touch-screen systems made
by Sequoia, Diebold and ES&S were restricted to use of one-per-precinct
only, in order to marginally meet the disabled-accessible voting
requirements of the federal Help America Vote Act (HAVA). She also
required a 100% hand-count of the paper-trails produced by such systems,
even though the UCSB team found that such audits would not necessarily
catch voting system manipulation. Many states around the country continue
to allow unfettered use of such hackable voting systems. None, other than
California, require 100% post-election audits.

A similar DRE system made by Hart InterCivic was allowed for full use,

Matt Taibbi
New $16.32

The Big Sort
Bill Bishop
New $16.50

Change We Can
Believe In
Barack Obama
New $8.37

The Audacity of
Deceit
Brad O'Leary
New $17.13

What It Takes
Richard Ben
Cramer...

Privacy Information

Search Amazon:

OTHER SITES
Groomsmen Gifts - Pub

signs can be personalized
for a unique gift for your

wedding party.

SUPPORT THE BRAD BLOG
PLEASE VISIT OUR ADVERTISERS

Or by Snail Mail
Make check out to...
Brad Friedman
7095 Hollywood Blvd., #594
Los Angeles, CA 90028

The BRAD BLOG receives no foundational or
corporate support. Your contributions make it
possible to continue our work.
About Brad Friedman...

· Bio & Testimonials
· Media Appearance Archive

· Articles & Editorials Elsewhere
· Contact

Additional Stuff...
Brad Blog Named...

 

The BRAD BLOG - Year in Review 2006
Part 1 - Part 2 - Part 3

Other Brad Related Places...

The BRAD BLOG : UC Computer Scientists Release Video on How to... http://www.bradblog.com/?p=6369

3 of 12 9/15/2008 9:05 AM



almost inexplicably, after the California testing, in two different counties.

Despite the quickly mounting scientific evidence persuading against the use
of such systems in American elections, Congressman Rush Holt (D-NJ) and
Senator Diane Feinstein (D-CA) have proposed a number of bills which
would allow for the continued use of touch-screen voting systems with
paper-trails. The Republican caucuses in each chamber have so far stymied
all such legislation, even as they argue in favor of the use of all such
electronic systems, with or without the often misleading paper-trails.

MORE COVERAGE: See John Byrne at RAW STORY and Rady Ananda at
OpEdNews.

Prices now slashed in The BRAD BLOG's 2008 Election Integrity Fund
Drive! Please support our continuing coverage of your election system, as
found nowhere else. Click here for a number of cool new collector's edition
Premium products now available starting at just $5!
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READER COMMENTS ON
"UC Computer Scientists Release Video on How to Hack a Sequoia

Touch-Screen Voting Machine"
(20 Responses so far...)

COMMENT #1 [Permalink]
... LEFTISBEST said on 9/9/2008 @ 11:58 pm PT...

This is likely the most significant and damaging video of Sequoia ever
published. It pulls the eyelids off all the lies Sequoia has manufactured
about the problems being with voter-errors, poll worker errors, ROV
staff errors, but NEVER with the incredibly primative "security"
software and hardware barriers erected by Sequoia. Sequoia ALWAYS
had the answer - it was to point the finger anywhere but at itself.

It is time for Counties to rise up in unison and sue Sequoia for violation
of warranty of merchantability and false advertising. It has never
delivered a dependable product, has ALWAYS been extremely
vulnerable to insider and Sequoia support fraud, yet seeing it
demonstrated so blatantly here makes it all so easy to understand how an
election can be flipped in a matter of seconds.

Elections officials, Boards of Supervisors, and election integrity
advocates should all be on the same side after viewing these two videos
(one is 9 minutes and the second one is 7 minutes). It is really critical to
stay and watch the second one as well, it shows how the hardware seals
are useless against anyone bent on defeating the seals and shows how
critical it is to have the machines 100% totally secured at all times. Any
"sleepovers" where machines are stored in public locations (like public
bathrooms in Riverside!), poll workers' homes and garages, etc. for up to
10 days or more before the election make them easy targets for any
political operatives, of either party.

The second video also shows how the Sequoia Optec 400 C high-speed
programmable scanners are also easily (but with a bit more difficulty)
hacked in a period of minutes.

No longer can elections officials claim that it can't happen here, not with
Sequoia equipment. This information was released a year ago in the Red
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Team report from the Secretary of State's office report, but only now are
we seeing it demonstated so vividly. Seeing IS believing.

And NO, it's not because they (the scientists) had access to all the
Sequoia proprietary code and unlimited working time. So do the Sequoia
technicians who offer "patches" to be installed whenever they say they
are needed, without getting them approved by the Secretary of State.
These "patches" could contain exactly the kind of trojan horses
demonstrated in the video. And since the ROVs are not allowed to see
the software, they are unwitting partners to any scam Sequoia choses to
run. The gig is now up - electronic voting machines and electronic
counting machines cannot be trusted - do not trust that which you cannot
see.

The ONLY way to ensure transparent, accurate and secure elections is
to require all paper ballots and hand count them in the precincts on
election night before they ever leave the precinct. Post the results with a
copy going to the central tabulator (if one is still employed) and then
match the hand count against the machine. Hand counts, done twice
before ever leaving the precinct (performed by a fresh team of election
board members) have a much higher likelihood of being correct than a
hackable, manipulitable, programmable black box where no one can see
the bits and bites whizzing around in cyberspace. Electrons and Elections
don't mix.

COMMENT #2 [Permalink]
... EWASTUD said on 9/10/2008 @ 12:30 am PT...

It is frightening and hard to believe that our elections are still mostly at
the mercy of such deliberately flawed technology and corrupt
government officials.

COMMENT #3 [Permalink]
... JS said on 9/10/2008 @ 5:06 am PT...

An article on truthout says that the neocons are already getting ready to
steal the vote in Ohio, there must be something that can be done to stop
this madness.

COMMENT #4 [Permalink]
... SHAKESPURR said on 9/10/2008 @ 9:29 am PT...

This video is too slow, long and methodical to keep the viewer's
attention. I am as rabid about this stuff as anyone, but I was getting
bored with it. There needs to be an edited, punched-up version that is
only two or three minutes long (with a link to the longer version,
possibly).

COMMENT #5 [Permalink]
... LEFTISBEST said on 9/10/2008 @ 11:19 am PT...

I agree with Shakespurr. It is WAY too long. We don't need to see the
"voter" punching every possible vote in every scenario. We get the idea.

It can cut to the chase on each of the scenarios, and get the second video
contents onto the shortened one b/c it shows the ease with which the
seals are defeated and how the Optech 400-C can be compromised.

Otherwise the media won't do squat with it. Who do we need to get to to
see about shortening this up and reissuing it?

COMMENT #6 [Permalink]
... LEFTIST said on 9/10/2008 @ 12:28 pm PT...
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